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January 7, 2013 

Re: Measuring Broadband American Program, GN Docket No. 12-264 

Dear Ms. Dortch: 

On January 4, 2013, representatives of broadband providers, public interest groups, companies, 
and other organizations met via conference call with Commission staff to discuss the 
Commission's broadband measurement and performance program for broadband performance on 
mobile handsets. The agenda of the meeting included discussion of current privacy related work 
items, milestones, and a privacy policy. 1 

James Miller, Senior Attorney Advisor Electromagnetic Compatibility Division (EMCD), 
thanked participants for their dedicated attendance on conference calls over the holidays, and 
opened the meeting discussing feedback received in response to a document circulated on 
December 21, 2012. Mr. Miller described the approaches in the document offered for 
discussion on the possible public release of data and thanked participants for the valuable 
feedback. He discussed the staff's current thinking regarding data disclosure policies, non
disclosure criteria and appropriate conditions, and proposed milestones for moving forward with 
drafting of a Privacy Policy Statement, Code of Conduct, and volunteer Terms and Conditions. 

Mr. Miller explained that stakeholders had shared significant feedback and concerns with the 
level of anonymity possible in raw collected data, and concerns that the collection of any 
identifier linked to a particular handset might raise. He discussed that data collected from 
specific whitebox devices in the fixed broadband measurement effort were identified with a 
randomized but unique number for each whitebox. That identifier appeared in both internal 
databases and released data products. Feedback received indicated that while retaining data 
with identifiers associated with specific handsets might have research and operational value in 
cetiain instances, a weighing of the benefits against the potential concerns weighed in favor of 
adopting an anonymized approach for mobile performance data collected, whether stored 
internally or in the form of a data product shared with third parties. Meredith Whitaker, Google, 
inquired whether a non-anonymized internal dataset that would include a client application 
identifier had been considered. Mr. Miller explained that that approach had been considered but 
staff had considered a variety of administrative and operational burdens; lack of clear industry 
standards and the need to adopt a more restrictive, conservative approach; and the program's 

1 A list of attendees and all documents circulated for the meeting are made available with this 
electronic filing in GN Docket No. 12-264. 



focus on broader market concerns over individual variations or diagnostics issues in evaluating 
the balance. Mr. Miller emphasized that continued ,input was welcome on the subject but an 
initial balancing weighed in favor of a fully anonymized data approach. 

Mr. Miller discussed that academic experts in the field of re-identification had offered to assist a 
post-collection analysis of data and perform tests to identify reidentification approaches that 
might reduce the level of anonomity of the collected data and propose remedial steps that would 
address potential issues or concerns. Mr. Miller discussed that review of collected data would 
better inform decisions on the appropriate level of disclosure restrictions necessary to maximize 
the value of data to the public and preseFve the privacy interests of volunteer subscribers. He 
discussed that the consideration of feedback received suggested that release of aggregated data 
on various performance related metrics would have value to the public. He described other data 
products that would be considered including targeted datasets describing cell tower locations and 
areas where service was unavailable. The results of the data review might also support the 
consideration of other data products, such as datasets identified to have higher levels of 
sensitivity and only available in a highly secured manner, or other datasets processed to protect 
against reidentification but available publicly. 

Scott Coull, Redjack, presented a privacy analysis of the benefits and risks to possible 
stakeholders associated with location related privacy data. Participants discussed that it was a 
helpful description of the risks and benefits that might be associated with data made publicly or 
under the highly secured conditions proposed. Mr. Miller discussed that it was a useful 
template and welcomed analysis of other use scenarios using the format. 

Mr. Miller and Walter Johnston, ChiefEMCD, answered questions regarding tests currently 
being considered and specific concerns related the characterization of cell tower infrastructure 
encouraging further input on the specific teclmical analysis of RF data to be collected. 

Mr. Miller encouraged participants to reach out to interested colleagues and participate in the 
drafting of three work items to describe the privacy approaches for data collection and 
preparation and release of data products. He invited interested stakeholders to assist in 
upcoming drafting of review drafts of a Privacy Policy Statement, mobile Code of Conduct, and 
vohmteers' Terms and Conditions, and proposed a meeting schedule for Thursday afternoons to 
rev1ew progress. 

Staff thanked participants for their participation on the call and welcomed further feedback at the 
mobile collaborative meeting scheduled to be held at the Commission headquarters on January 9, 
2013. 
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